[okymeHT npepoctasneH KoHcynbTaHTI10C

KONNErnA EBPASUMCKOMN SKOHOMMUYECKON KOMUCCUU

PEKOMEHAOAUMUA
ot 3 ¢pespana 2015r. N 2

O NMEPEYHE
CTAHAAPTOB U PEKOMEHOALIUIA B OBNIACTU
WH®OPMALMOHHO-TENEKOMMYHUKALMOHHbBIX TEXHONOTUI1
U UHOOPMALIMOHHOW BE3OMACHOCTU, NPUMEHAEMbIX MPU CO3AAHUM,
3KCNNYATALMU U PA3BUTUN UHTETPUPOBAHHON UHOOPMALMOHHOW
CUCTEMbI BHELLUHEA U BBAMMHOM TOPTOB/IN

Konnerna EBpasminckoit SKOHOMMUYECKON KOMUCCUM B COOTBETCTBMM € NyHKTamu 3 1 30 MNpoToKkona
06 MHPOPMALMOHHO-KOMMYHUKALMOHHBIX TEXHOAOIMAX M MHPOPMALMOHHOM B3aUMOAENCTBUM B
pamkax EBpasuiickoro skoHommyeckoro cotosa (npunoxenve N 3 Kk [JdoroBopy o EBpasuitickom
3KOHOMMYECKOM coto3e oT 29 masa 2014 roaa)

B LLeNAX YHUPUKaALMM NPUMEHAEMbIX MPU CO34aHMMU, SKCMyaTauum U PasBUTUN MHTErPUPOBAHHON
MHPOPMALNOHHON CUCTEMbI BHELIHEW M B3aMMHOM TOProBAN CTaHAAPTOB U pPeKoOMeHZaumMii B ob6nactu
MHPOPMALNOHHO-TENEKOMMYHUKALMOHHbIX TEXHONOTMIN U MHGOPMaLMOHHOM Be3onacHOCTH

pekomeHAayeT rocygapctBam - 4seHam EBpPasMIACKOro 3KOHOMMYECKOrO CcO3a € Aathbl
odunLManbHOro onyb6/aMKOBaHMA HacTosLWe PeKoMeHZAUNN NPU CO3A4aHMM, IKCNAYaTALUUN U PA3BUTUM
WUHTErPUPOBaHHOM MHOOPMALMOHHOM CUCTEMbl BHELWHEN W B3aMMHOM TOproBau (B TOM uucie
WHTErPaLMOHHbIX LW/030B M MPOrpamMmMHO-annapaTHbIX KOMMNEKCOB A0BEPEHHOW TPETbeN CTOPOHbI)
NPUMEHATb CTaH4apPTbl M pPeKoMeHZauun B 061acTM  MHOOPMALMOHHO-TENEKOMMYHMKALMOHHbIX
TEXHOMOMMIN U MHPOPMALMOHHOM 6€30MacHOCTM MO NEePEeYHID COMMACHO MNPUNOXKEHUID C YYETOM
cnegytollero:

NPUMEHEHNE YKa3aHHOro MnepedYHs He npeaycMaTpuBaeT OrpaHUMYeHMA MO MCMO/1b30BaHUIO
rocyaapcrsammn - yneHamu EBPasMiiCKOrO 3KOHOMMYECKOrO COK3a HalLMOHasIbHbIX CTaHA4apToB npu
OCYLLECTBNEHWUM AAaHHON AEATeNIbHOCTH;

dKTyannsaumna yKasaHHOro nepeyHAa ocyuiecteBnaeTca npu nposegeHUn p360T no Co3aaHuio u
Pa3BUTUIO MHTerMpOBaHHOVI MHd)OpMaLI,MOHHOﬁ Ccucrembl EBpa3MﬁCKOFO 9KOHOMMYECKOro Ccorsa B
COOTBETCTBUMU C ee apXMTeKTypOVI N C y4eTOM CTpaTernn ee pa3sntnA.

MNpeacenatens Konnernun
EBpasuniicKo 3KOHOMUYECKOI KOMUCCUM
B.XPUCTEHKO

MpunnoxkeHune

K PekomeHgauun Konnerum
EBpasmniicKoin 3KOHOMNYECKOM KOMUCCUMU
oT 3 peBpana 2015r. N 2

MEPEYEHb
CTAHOAPTOB U PEKOMEH/ALMI B OB/IACTU
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NHOOPMALMOHHO-TENEKOMMYHUKALIMOHHbIX TEXHONOMMN
N UHOOPMALIMOHHOW BE3OMACHOCTU, NPUMEHAEMBbIX MPU CO34AHUM,
3KCNAYATALUU U PA3BUTUWN MHTEFPUPOBAHHOWN MHOOPMALIMOHHON
CUCTEMbI BHELLIHEW 1 B3AMMHOW TOPTOB/IA

I. Ucnonb3oBaHMe cpeacTB M NPOTOKO/I0B XPAHEHMA N Nepesayn
MHGOPMaLUM B MHTEFPUPOBAHHOM MHGOPMALMOHHOM CUCTEME BHELLHEN
M B3aMMHOW TOProBau

1. ISO/IEC TR 10032-2003 "MHbopmauMOHHble TexHonormu. CnpaBodyHas modenb ynpasaeHus
AarHbimmn" (Information technology - Reference Model of Data Management).

2. Cneymdurkaums 6e30MacHOCTM Ha TpaHCNopTHOM ypoBHe TLS 1.2: RFC 5246 (A Transport Layer
Security (TLS) Protocol Version 1.2).

3. Habop npoTtokonos gna obecrneyeHna 3alMTbl AaHHbLIX, NepesaBaeMblX MO MeXCeTeBOMY
npotokony IPSec: RFC 2401, RFC 2402, RFC 2403, RFC 2404, RFC 2405, RFC 2406, RFC 2407, RFC 2408,
RFC 2409, RFC 2410, RFC 2411, RFC 2412.

4. MNpocToli NPOTOKOA ceTeBOro ynpasaeHna. CTaHAAPTHbIN MHTEPHET-NPOTOKOA ANA YNPaBAeHUA
yctponctBamm B IP-ceTax Ha ocHose apxutektyp UDP/TCP: RFC 1157 (A Simple Network Management
Protocol (SNMP)).

5. Bepcus 2 6a3bl ynpasnsawowein nHbopmaunn (MIB-2) ana ceTeBoro ynpasBiaeHus B CETAX Ha
OCHoBe CcTeKa npoTtokonos TCP/IP: RFC 1213.

6. MpoTOKON 06MEHa CTPYKTYPUPOBAHHLIMU COOBLLEHMAMM B pacnpeseeHHOW BblYUCAUTENbHOM
cpepge (Simple Object Access Protocol (SOAP) 1.1, 1.2).

7. ONTUMM3MPOBAHHbIA MeEXaHM3M nepesayn OUHAPHbLIX AAHHbIX B CTPYKTYPUPOBAHHDIX
coobuieHunsax (SOAP Message Transmission Optimization Mechanism).

8. Pacwmpsaemblii A3bik pa3ameTku (XML) 1.0 (naTtas pegakums) (Extensible Markup Language (XML)
1.0 (Fifth Edition)).

9. XML-cxema: "XML-cxema, 4yactb 1: CTpykTypbl (BTOpas pegakums)' (XML Schema Part 1:
Structures Second Edition), "XML-cxema, YacTb 2: Tunbl gaHHbIX (BTOpas peaakums)" (XML Schema Part
2: Datatypes Second Edition).

10. ®dopmat npeobpasoBaHusa KOHMKoaa, 8-6UTHbIN: RFC 3629 (UTF-8, a transformation format of
ISO 10646).

Il. Pa3paboTKa 1 UcnbITaHNA NPOrpamMmMHOro
obecneyeHnss UHTErPUPOBAHHON MHOPMALLMOHHOM CUCTEMbI
BHELUHEN M B3aMMHOM TOPros/in

1. TOCT 28195-89 "OugeHKa KayecTBa nporpammHbix cpeacts. Obwue nonoxkenma" (Quality control
of software systems. General principles).

2. TOCT 19.101-77 "EmauHasa cucTema NPOrpammMHOM AOKyMeHTauuu. Buabl nporpamm u
nporpammubix aokymeHToB" (Unified system for program documentation. Types of programs and
program documents).

3.TOCT 19.102-77 "EanHana cuctema nNporpammHoit gokymeHtaumnn. Ctagmum paspabotkn” (Unified
system for program documentation. Development stages).



4. TOCT 19.105-78 "EauHaa cuctema NpoOrpaMmHOM AOKymeHTauuu. Obwme TpeboBaHUs K
nporpammHbiMm aokymeHtam" (Unified system for program documentation. General requirement for
program documents).

5. TOCT 19.301-79 "EaMHasa cuctema MNporpammMHON AOKYMeHTauuu. lNporpamma M meTogumKa
ncnbiTaHuin. TpebosaHuA K cogeprrannto n opopmneHunto” (Unified system for program documentation.
Program and methods of testing. Requirements for contents and form of presentation).

6. TOCT 34.603-92 "WMHdopmauuoHHan TexHosornA. Buabl MCMbITaHUM aBTOMaTU3MPOBAHHbIX
cuctem" (Information Technology. Types tests automated systems).

[Il. NMpoekTnpoBaHue npoueayp NHGOPMaLNOHHOTO
B3aMMOAENCTBUA, peasin3yembix CpeaCcTBaMm MHTErpUPOBAHHOM
MHPOPMALNOHHOMN CUCTEMbI BHELLHEN U B3aUMHOW TOProB/M,
W CTPYKTYP AaHHbIX, UCNOJIb3YeMbIX MPM TAaKOM B3aMMOAENCTBUMU

1. ISO/IEC 11179-1:2004 "UHbOpMaLMOHHbIe TexHoAOrMK. PeecTpbl meTagaHHbix (MDR). Yactb 1.
Crpyktypa" (Information technology - Metadata registries (MDR) - Part 1: Framework).

2. I1SO/IEC 11179-2:2005 "N HdopmaumoHHble TexHonornn. Peectpbl meTagaHHbix (MDR). Yactb 2.
Knaccudukauma" (Information technology - Metadata registries (MDR) - Part 2: Classification).

3.1SO/IEC 11179-3:2013 "UHbOpMaUMOHHbIE TEXHONOMMK. Pernctpbl meTagaHHbix (MDR). YacTb 3.
MeTamogenb CUCTEMHOro peructpa M 6asosble aTpmbyThl" (Information technology - Metadata
registries (MDR) - Part 3: Registry metamodel and basic attributes).

5. ISO/IEC 11179-4:2004 "UHdpopmaLMOHHble TexHoNorMKu. PeecTpbl meTagaHHbIx (MDR). YacTb 4.
dopmynupoBka onpegeneHunii aaHHbix" (Information technology - Metadata registries (MDR) - Part 4:
Formulation of data definitions).

6. ISO/IEC 11179-5:2005 "NHpopMaLMOHHble TexHonormn. Peectpbl meTagaHHbix (MDR). Yactb 5.
MpUHUMNBI NPUCBOEHUA UMEH U uaeHTudukaumm" (Information technology - Metadata registries (MDR)
- Part 5: Naming and identification principles).

7. ISO/IEC 19505-1:2012 "MHdopmMauUMOHHbIE TEXHONOTUU. YHUPUUMPOBAHHBIN  A3bIK
MOAENNpPoBaHMA rPynnbl No ynpasneHutio obbektamm (OMG UML). Yactb 1. MUHdpacTpykTypa"
(Information technology - Object Management Group Unified Modeling Language (OMG UML) - Part 1:
Infrastructure).

8. ISO/IEC 19505-2:2012 "WMHPOPMaLMOHHbIE TEeXHONOrMU. YHUPUUMPOBAHHBLIN  A3bIK
MOAEeNNpoBaHMA TpPynnbl MO ynpasBaeHUto obbekTamu (OMG UML). Yactb 2. CsepxcTpyktypa"
(Information technology - Object Management Group Unified Modeling Language (OMG UML) - Part 2:
Superstructure).

9. ISO 7372:2005 "O6bmeH paHHbiIMM B 06sacTM Toproean. CNpaBOYHMK 3/1€MEHTOB TOPrOBbIX
AaHHbIX (TDED)" (Trade data interchange - Trade data elements directory).

10. I1SO 17369:2013 "ObmeH CTaTUCTUYECKMMM AaHHbIMM M MeTaaaHHbimK (SDMX)" (Statistical
data and metadata exchange (SDMX)).

11. I1SO 15836-2009 "WMHbopmauusa M AokymeHTaumsa. Habop anemeHTOB meTagaHHbix Dublin
Core" (Information and documentation - The Dublin Core metadata element set).

12. MeTomonorna moaenuposBaHna EBPONEncKoin 3KOHOMMYECKOW Komwuccumn OpraHusaumm
O6beanHeHHbIx Hauumii Bepcum 2.0 (UN/CEFACT Modeling Methodology (UMM) Version 2.0).



13. BubnunoTeKa Kto4YEBLIX KOMMNOHEHTOB EBpPONENCKol 3KOHOMMUYECKOM Komunccnumn OpraHnsaumm
O6beanHeHHbIx Haumii (The UN/CEFACT D.12B Core Component Library (CCL)).

14. Cneundukaums obmeHa meTagaHHbIMM C nomolbio XML (MOF 2.0/XMI Mapping
Specification, v2.1).

15. fI3blK 06BEKTHbIX orpaHMyeHunit sepcmum 2.0 (OMG Object Constraint Language (OCL) Version
2.0).

IV. OnpeaeneHue cTagmii co3aaHUA NOACUCTEM MHTEIPUPOBAHHOM
MHDOPMaLMOHHOM CUCTEMbI BHELIHEW U B3aUMHOW TOProB/IM, a TaKKe
opraHM3auma 1 NoAAepP’KKa }KU3HEHHOTO LMKNa TaKoi cucTembl

1. TOCT 34.601-90 "WMHdbopmaumoHHass  TexHonorus. Komnaekc  CTaHAapToB  Ha
aBTOMaTM3MPOBAHHbIE CUCTEMbI. ABTOMATM3MPOBAHHble cucTembl. CTagmm cosganHua" (Information
technology. Set of standards for automated systems. Automated systems. Stages of development).

2. bubnnoteka uHpacTpyKTypbl MHPOPMALMOHHbLIX TexHonoruii (Information Technology
Infrastructure Library).

V. Pa3paboTKa cpeacTs 3aWmTbl U obecneyeHms
6e3onacHOCTN MHGOPMaALUM B UHTETPALMOHHOM CETMEHTE
WMHTErpMpoBaHHON MHGOPMALLMOHHOM CUCTEMBI BHELLHEN M B3aUMHOIA
TOProB/AN Y NPOrpaMMHO-annapaTHOM KOMMJIEKCe AOBEPEHHOM
TpPEeTbel CTOPOHbI

1. ISO/IEC 15408-1:2009 "WHdopmaumoHHaa TexHonorusa. MeTtodpl U cpeactBa obecneyeHus
6esonacHocTn. Kputepum oueHkn 6esonacHoctn UT. Yactb 1. BeegeHue 1 obwan mogens” (Information
technology - Security techniques - Evaluation criteria for IT security - Part 1: Introduction and general
model).

2. ISO/IEC 15408-2:2008 "WHdopmaumoHHaa TexHonorusa. MeTtoapl U cpeactBa obecneyeHus
6esonacHocTn. Kputepum oueHkn 6esonacHoct WUT. Yactb 2. ®DyHKUMOHaNbHble TpeboBaHUA
6e3onacHocTn" (Information technology - Security techniques - Evaluation criteria for IT security - Part 2:
Security functional components).

3. ISO/IEC 15408-3:2008 "WHdpopmaumoHHan TexHosnorusa. Mertoapl M cpeactBa obecrneveHus
6e3onacHocTU. Kputepumn oueHkm 6esonacHocTn UT. Yactb 3. TpeboBaHUA K obecneyeHuto 3alunTtbl”
(Information technology - Security techniques - Evaluation criteria for IT security - Part 3: Security
assurance components).

4. I1SO/IEC 27001:2013 "WHdopmaumoHHasa TexHonornsa. Metoabl obecneyeHua 6e3onacHOCTU.
Cuctembl MeHeaKMeHTa MHbOopMaumoHHol 6esonacHocTn. TpebosaHua" (Information technology -
Security techniques - Information security management systems - Requirements).

5. ISO/IEC 27002:2013 "WUHbopMaLMOHHble TexHoorMu. MeToapl obecnedeHna 6e3onacHoOCTU.
Csog npasua No ynpasaeHuto 3awmTtoin nHpopmaummn" (Information technology - Security techniques -
Code of practice for information security controls).

6. ISO/IEC 27003:2010 "MHdopmaumoHHble TexHonormn. Metoapl obecnedeHms 6Ge3onacHOCTU.
PyKoBOACTBO MO BHEAPEHMUIO CUCTEMbI MeHeaXMeHTa MHbopMmaunoHHoi 6esonacHoctn" (Information
technology - Security techniques - Information security management system implementation guidance).

7. ISO/IEC 27004:2009 "MHdpopmaumoHHasa TexHonorna. Metoabl M cpeactsa obecneyeHus
6e3sonacHoCTU. MeHeaKMeHT MHPopMaLMOHHOM besonacHocTn. MamepeHuna" (Information technology -



Security techniques - Information security management - Measurement).

8. ISO/IEC 27005:2011 "WMHdpopmaumoHHasa TexHonorna. Metoabl M cpeactsa obecneyeHus
6e3onacHOCTU. MeHeaKMeHT pucka uHbopmaLMoHHoM 6esonacHocTn" (Information technology -
Security techniques - Information security risk management).

9. ISO/IEC 27033-1:2009 "WHdpopmaumoHHas TexHosnorMa. Metoabl M cpeactsa obecneyeHus
b6esonacHocTn. CeTeBasa besonacHocTb. Yactb 1. O630p M KoHuenuun" (Information technology -
Security techniques - Network security - Part 1: Overview and concepts).

10. ISO/IEC 18028-4:2005 "MHdpopmaumoHHble TexHonormn. MeTtoabl n cpeactsa obecneyeHus
6e3onacHocTM. besonacHocTb MHbOpmaumoHHOM cetn. Yactb 4. ObecneyeHne 6He3onacHOCTU
yaaneHHoro goctyna" (Information technology - Security techniques - IT network security - Part 4:
Securing remote access).

11. TOCT 28147-89 "Cucrembl 06paboTkn nHbopmaumuu. 3awmrta Kpuntorpapuyeckas. Anroputm
Kpuntorpaduyeckoro npeobpasoBaHms".

12. ITU-T X.842 "MHdopmaunoHHble TexHosormu. MeToabl 3awuTel. PykoBogsauwme ykasaHua Mo
NPUMEHEHUIO U YNpPaB/eHUIO cNyxbamu goBepeHHOW TpeTbel cTopoHbl” (Information technology -
Security techniques - Guidelines for the use and management of trusted third party services).

13. ITU-T X.509 "MHbOpMauNOHHbIE TeXHONOTMU. B3aumocBA3b OTKPbITbIX cuctem. CnpaBoYHMUK:
CTpyKTypbl cepTUPUKATOB OTKPLITbIX Katouel u atpmbytos"” (Information technology - Open Systems
Interconnection - The Directory: Public-key and attribute certificate frameworks).

14. CuHTaKcmc n 0bpaboTka anekTpoHHoW noanucy B XML (XML Signature Syntax and Processing
(Second Edition) (XML-DSig)).

15. PacwmpeHme anekTpoHHoi noanmcu B XML (XML Advanced Electronic Signatures (XAdES)).

16. Cneuudukauma 6HesonacHocTM Beb-cepBucoB  "Be30MacHOCTb  CTPYKTYPUPOBAHHbIX
coobueHnin" (Web Services Security: SOAP Message Security 1.1 (WS-Security 2004)).

VI. Pa3paboTKa AOKyMEHTaUNMOHHOro obecneyeHums
WHTErpmMpoBaHHOM NMHGOPMALLMOHHOMN CUCTEMbI BHELLHEM
1 B3aMMHOW TOProBau

1. TOCT 2.104-2006 "EgMHas cucTemMa KOHCTPYKTOPCKOW AOKyMeHTaumu. OcHoBHble Hagnucu'
(Unified system for design documentation. Basic inscriptions).

2. TOCT 2.105-95 "EamHaa cucTemMa KOHCTPYKTOPCKOM AoKymeHTaumun. Obwue TpeboBaHMA K
TekcToBbiM gokymeHTam" (Unified system for design documentation. General requirements for textual
documents).

3. TOCT 2.106-96 "EguHasa cMCTemMa KOHCTPYKTOPCKOW AOKYMeHTauuu. TeKcToBble LOKYyMeHTb!"
(Unified system for design documentation. Textual documents).

4. TOCT 2.316-2008 "EamHana cucTeMa KOHCTPYKTOPCKOW AOKyMeHTauuu. MpaBuna HaHeceHus
Haanucen, TEXHUYECKUX TpeboBaHMN U Tabauu Ha rpaduyeckux AokymeHTax. Obume nonoxeHus"
(Unified system for design documentation. Rules for placing of inscriptions, technical data and tables of
graphical documents. General principles).

5. TOCT 2.503-2013 "EamHaa cucTema KOHCTPYKTOPCKOM AOKyMeHTauuu. lNpaBuna BHeCeHUs
nameHennin" (Unified system of design documentation. Rules of making modifications).
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6. TOCT 34.201-89 "WMHPopmauMOHHaA  TexHosormMa. Komnnekc  CTaHAApPTOB  Ha
aBTOMATM3MpPOBAHHbIE CUCTEMbI. BMAbl, KOMNAEKTHOCTb M 0H603HAYEeHWEe OOKYMEHTOB MPWU CO34aHUU
aBTomMaTtM3MpoBaHHbIx cuctem" (Information technology. Set of standards for automated systems.
Types, sets and indication of documents for automated systems design).

7. TOCT 34.602-89 "WHPopmauMOHHaA  TexHonorma. Komnnekc  CcTaHAApTOB  Ha
aBTOMaTM3MPOBaHHbIE CUCTEMbI. TEXHMYECKOEe 3aJaHMe Ha CO34aHue aBTOMATU3MPOBAHHOM cucTembl"”
(Information technology. Set of standards for automated systems. Technical directions for automated
system making).

8. PO 50-34.698-90 "MeTtoanueckme ykasaHusa. UHbopmaumoHHas TexHonorusa. Komnnekc
CTaHAAPTOB U PYKOBOAALIMX LOKYMEHTOB Ha aBTOMAaTU3MpPOBaHHble CUCTEMbl. ABTOMATU3MpPOBAHHbIE
cuctembl. TpeboBaHMA K cogeprKaHMIO AOKYMEHTOB" .
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